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                        2020-2021 Supplemental Application
Cyber Liability
(Application Required for Property Coverage Only)


Member Name:         
	Information Technology (IT) Contact Name:                                   Email:                  

Application completed by:          Signature:     
Type of Private Information 

Estimated # of Records

Personal Identifiable Information (PII) (i.e. - Social Security, driver’s license, student information)
     
Personal Healthcare Information (PHI) (i.e. – medical records, health insurance account information)

     
Financial Information (i.e. – credit cards, bank account information, money/securities information)

     
Third-party corporate information (i.e. – Corporate confidential third-party or non-disclosure agreement)
Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 




SECURITY, PRIVACY & MEDIA CONTROLS: 
	1.  Do you have a firewall(s) in place to protect your data and devices?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	2.  Do you have antivirus software in place to protect your data and devices?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	3.  Do you encrypt your data at rest, in transit and/or on mobile devices?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	4.  Do you have an intrusion detection/prevention system in place to protect your data and devices?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	5.  Do you conduct vulnerability scanning and patching?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	6.  Do you require the use of multi-factor authentication?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	7.  Do you backup your electronic data?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	8.  Do you have a business continuity plan, disaster recovery plan and an incident response plan?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	9.  Do you have a written information security policy and/or privacy policy?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	10.  Do you have vendor risk management protocols in place that address cyber risk controls, contractual liability, indemnification, etc.?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	11.  If you are a covered entity under HIPAA, COPPA, FERPA, the Red Flags Rule or any other similar law, do you have measures in place to comply with your obligations under the applicable laws?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 
   N/A  FORMCHECKBOX 


	12.  If you process credit card payments or store credit card payment information, do you comply with Payment Card Industry Data Security Standards (PCI-DSS)?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 
   N/A  FORMCHECKBOX 


	13.  Do you have an employee that is trained to address cyber risk issues?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	14.  Do you have a content review process in place to review content/material being disseminated prior to release?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	15.  Do you obtain proper licensing for content/material?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 


	16.  Do you have procedures in place to remove controversial content/material?
	Yes   FORMCHECKBOX 
      No  FORMCHECKBOX 



Please return completed and signed application to NJSIG via email at: underwriting@njsig.org
New Jersey Schools Insurance Group

6000 Midlantic Drive, Suite 300 North

Mount Laurel, NJ 08054

Phone:  609-386-6060 | Fax:  609-386-8877
Edition 02/12/20

